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ELLIOT OLIVER LETTINGS LTD 

A Dwelly Group Company 

Privacy Notice — All Data Subjects 

Covering: Landlords · Applicants · Tenants · Guarantors · Contractors · Leaseholders · Employees 

 

1.  About This Notice & Contact Details 

 

Elliot Oliver Lettings Ltd, a member of the Dwelly Group, is committed to protecting and processing your personal 
data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. 
This single consolidated notice applies to all individuals whose data we process in the course of our business, 
including prospective and existing landlords, applicants, tenants, guarantors, permitted occupiers, contractors, 
leaseholders and employees. 

 

This notice will be kept under regular review and updated to reflect changes in legislation, our services, or our 
group structure. 

 

Data Controller Elliot Oliver Lettings Ltd 

 

Data Protection Lead Georgy Phillips 

 

Address 101 The Promenade, Cheltenham, Gloucestershire GL50 1NW 

 

Email georgy@elliotoliver.co.uk 

 

Group Dwelly Group Ltd and its subsidiaries 

 

ICO Registration CSN7025706 

 

2.  Information Held 

 

The personal data we process may include the categories set out in column A of Appendix A to this notice. 
Depending on your relationship with us, data may also include sensitive information such as health data where this 
is relevant to your application or our service. 

 

We may also hold copies of certificates, registrations or other evidence of qualification, for example for contractors. 

 

Where the provision of data is a statutory or contractual requirement, or is necessary to enter into a contract, a 
refusal to provide that data may mean we are unable to provide our services to you. 

 

Data is collected and processed by those identified in columns B and F of Appendix A. Column C identifies how we 
source data. We may also obtain data from or via third parties, including credit referencing companies and the 
following portals through which you may have submitted an application: Rightmove, Zoopla, Elliot Oliver Website, 
Rooms to Rent, Prime Location, Property Software Group, Facebook, and any other portal through which you have 
completed an application that may be shared with us. 

 

3.  Lawful Basis of Processing 
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Your personal data will be used for the activities set out in column D of Appendix A. The six lawful bases under the 
UK GDPR are: 

 

• Consent — you have given clear consent for us to process your data for a specific purpose. 

• Contractual Fulfilment — the processing is necessary to perform a contract with you, or to take steps at 
your request before entering a contract. 

• Legal Obligation — the processing is necessary to comply with a legal obligation. 

• Legitimate Interest — the processing is necessary for our legitimate interests or those of a third party, 
balanced against your rights and interests. 

• Vital Interest — the processing is necessary to protect someone's life. 

• Public Task — the processing is necessary to perform a task in the public interest. 

 

The applicable lawful basis for each processing activity is identified in column E of Appendix A. Where we rely on 
legitimate interest, the specific interest is described in that column. 

 

4.  Dwelly Group Data Sharing 

 

Elliot Oliver Lettings Ltd is a member of the Dwelly Group. In certain circumstances, your personal data may be 
shared with Dwelly Group Ltd and its other subsidiaries for the purposes of group-level reporting, compliance 
monitoring, and the provision of shared services. Where this occurs, it is carried out on the basis of legitimate 
interest or contractual fulfilment, as identified in Appendix A. All Dwelly Group entities that process your data are 
bound by the same UK GDPR obligations as Elliot Oliver Lettings Ltd. 

 

5.  Sharing Applicant Information with Landlords 

 

As part of arranging property viewings and managing the letting process on behalf of landlords, we share certain 
applicant information with the relevant landlord. This includes: 

 

• Providing your name to the landlord on viewing booking confirmations, which are generated automatically 
by our property management software. 

• Providing post-viewing feedback to the landlord, which may include your name and comments you made 
about the property during or following the viewing. 

 

This sharing is carried out on the basis of consent and/or legitimate interest (as set out in Appendix A, section 3 — 
Applicants). Only information that is relevant and necessary for the letting process will be shared. Personal 
disclosures unrelated to the property will not be passed to the landlord without a separate and specific lawful basis. 

 

6.  Renters' Rights Act 2025 

 

The Renters' Rights Act 2025 introduces new obligations affecting the processing of personal data in connection 
with residential lettings in England. These obligations may include requirements to share data with the Private 
Rented Sector (PRS) Ombudsman, a national landlord database, and other regulatory or government bodies. 
Where we are required to process or share your data as a result of these obligations, we will do so on the basis of 
legal obligation, as reflected in Appendix A. We will update this notice as further statutory guidance and regulations 
are published. 

 

7.  Online Identifiers, IP Addresses and Cookies 

 



ELLIOT OLIVER LETTINGS LTD  |  A Dwelly Group Company  |  Privacy Notice 

Version 3 — June 2025   |   Page 3 of 11   |   Data Controller: Elliot Oliver Lettings Ltd   |   DPO: Georgy Phillips 

Where you visit our website, we may collect information about your device, including (where available) your IP 
address, operating system and browser type, for system administration and to report aggregate usage information. 
This data does not identify you individually. 

 

We may also use cookies stored on your device. Cookies help us improve our site and deliver a more personalised 
service. They enable us to: 

 

• Estimate our audience size and usage patterns. 

• Store information about your preferences and customise our site accordingly. 

• Speed up your searches. 

• Recognise you when you return to our site. 

 

You may refuse cookies by adjusting your browser settings, though doing so may limit access to certain parts of 
our site. More information is available at www.allaboutcookies.org. This policy applies only to our site. If you leave 
our site via a link, you will be subject to the privacy policy of that third-party website provider. 

 

8.  Recipients of Personal Data 

 

It will be necessary for us to process or share all or some of your personal data with a range of individuals, 
businesses and organisations. These include those listed in column F of Appendix A and may also include Dwelly 
Group Ltd and its subsidiaries where relevant to the processing activity. 

 

9.  Where Is the Data Stored? 

 

Your personal data is stored in the manner described in column G of Appendix A. Data is always stored within the 
United Kingdom or European Union, or where stored outside these areas, only with organisations operating under 
data protection standards equivalent to the UK GDPR. 

 

10.  Retention Period 

 

We will retain your personal data for up to the period defined in column H of Appendix A, calculated from the end of 
the relevant relationship or transaction (e.g. end of tenancy, end of contract, cessation of employment). Where 
information can be anonymised without prejudicing our contractual, legal or legitimate interest obligations, it will be 
anonymised when it is no longer required. Where the lawful basis for processing is consent, you may withdraw that 
consent at any time. 

 

11.  Your Rights 

 

Right of Access 

You have the right to request access to the personal data we hold about you, to verify the lawful basis of 
processing. We must respond within one calendar month and may not charge a fee unless the request is manifestly 
unfounded, excessive or repetitive. 

Right to Rectification 

You have the right to have inaccurate or incomplete personal data corrected. Where data has been disclosed to 
third parties, we will inform them of any rectification where possible. 

Right to Erasure 

Where consent is our lawful basis for processing, you may request that your personal data be erased (the 'right to 
be forgotten'). We will comply unless we have another lawful basis for retaining the data, such as a legal obligation 
or the defence of a legal claim. 
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Right to Restrict Processing 

You have the right to ask us to restrict processing — for example, to block or suppress processing where data may 
be inaccurate whilst its accuracy is being verified. We may continue to store the data during any such restriction. 

Right to Object 

You have the right to object to further processing of your personal data. We may be required to stop processing 
unless there is another lawful basis for doing so, such as a legal obligation or the exercise or defence of a legal 
claim. 

 

12.  Withdrawal of Consent 

 

Where the lawful basis for processing is consent, you may withdraw that consent at any time without detriment, by 
contacting us using the details below. Withdrawal will not affect the lawfulness of processing carried out before the 
withdrawal. 

 

By post Georgy Phillips, Elliot Oliver Lettings Ltd, 101 The Promenade, 
Cheltenham, Gloucestershire GL50 1NW 

 

By email georgy@elliotoliver.co.uk 

 

13.  How to Lodge a Complaint 

 

If you have concerns about how we handle your personal data, you have the right to lodge a complaint with the 
Information Commissioner's Office (ICO), which is the UK's supervisory authority for data protection: 

 

Telephone (UK) 0303 123 1113 

 

Telephone 
(international) 

+44 1625 545 745 

 

Website / live chat ico.org.uk 

 

Email Via the contact form at ico.org.uk 
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Appendix A — Data Processing Register 

 

This register sets out all categories of personal data processed by Elliot Oliver Lettings Ltd, organised by data 
subject type. It identifies the purposes, lawful basis, recipients, storage method and retention period for each 
processing activity. Sections are colour-coded for ease of reference. 

 

Third-party portals referenced in column C include: Rightmove, Zoopla, Elliot Oliver Website, Rooms to Rent, Prime 
Location, Property Software Group, Facebook, and any portal through which you have submitted an application 
that may be shared with us. 

 

A — Information 
Held 

B — 
Collected 

By 

C — How 
Collected D — Purpose E — Lawful 

Basis 
F — Shared 

With 
G — 

Storage 
H — 

Retention 

1. PROSPECTIVE LANDLORDS (LANDLORD ENQUIRERS) 

Landlord Enquirer 
Name 

Staff Face to face, 
email, tel, 3rd 
party portal 

Add to database Consent Internal staff only Backup / 
cloud / 
software 

2 yrs after 
last contact 

   Contact for 
matching & 
marketing 

Consent Internal staff only Backup / 
cloud / 
software 

2 yrs after 
last contact 

   Create 
application 
process 

Consent Internal staff only Backup / 
cloud / 
software 

2 yrs after 
last contact 

   Create a 
landlord record 

Consent Tenants, credit 
ref agency, local 
authorities, utility 
providers 

Backup / 
cloud / 
software 

6 yrs end of 
contract 

   Create Tenancy 
Agreement 

Contractual 
Fulfilment 

Tenants, credit 
ref agency, local 
authorities, utility 
providers 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

   Add to Terms of 
Business & 
Service 
Agreement 

Contractual 
Fulfilment 

Tenants, credit 
ref agency, local 
authorities, utility 
providers 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

Landlord Enquirer 
Contact Details 

Staff Face to face, 
email, tel, 3rd 
party portal 

Add to database Consent Internal staff only Backup / 
cloud / 
software 

2 yrs after 
last contact 

   Contact for 
matching & 
marketing 

Consent Internal staff only Backup / 
cloud / 
software 

2 yrs after 
last contact 

   Create 
application 
process 

Consent Internal staff only Backup / 
cloud / 
software 

6 yrs end of 
contract 

   Create a 
landlord record 

Consent Tenants, credit 
ref agency, local 
authorities, utility 
providers 

Backup / 
cloud / 
software 

6 yrs end of 
contract 

   Create Tenancy 
Agreement 

Contractual 
Fulfilment 

Tenants, credit 
ref agency, local 
authorities, utility 
providers 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

   Add to Terms of 
Business & 
Service 
Agreement 

Contractual 
Fulfilment 

Tenants, credit 
ref agency, local 
authorities, utility 
providers 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

2. LANDLORDS 

Landlord Name & 
Contact Info 

Staff Service 
Agreement / 
face to face / 
email / tel 

Add to database Contractual 
Fulfilment 

Internal staff only Paper / 
electronic 
/ software 

6 yrs end of 
contract 

   Create Tenancy 
Agreement 

Contractual 
Fulfilment 

Internal staff 
only; tenants 
where required 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

   Create a 
landlord record 

Contractual 
Fulfilment 

Internal staff only Paper / 
electronic 
/ software 

6 yrs end of 
contract 
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A — Information 
Held 

B — 
Collected 

By 

C — How 
Collected D — Purpose E — Lawful 

Basis 
F — Shared 

With 
G — 

Storage 
H — 

Retention 

   Provide to 
tenants if intro 
only 

Contractual 
Fulfilment 

Internal staff 
only; tenants 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

   Provide to 
contractors 

Contractual 
Fulfilment 

Internal staff; 
contractors 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

   Share with 
Dwelly Group for 
group reporting 
& compliance 

Legitimate 
Interest 

Dwelly Group Ltd 
and its 
subsidiaries 

Secure 
cloud / 
software 

6 yrs end of 
contract 

Landlord Bank 
Details 

Staff Service 
Agreement / 
face to face / 
email / tel 

Create a 
landlord ledger 

Contractual 
Fulfilment 

Internal staff only Paper / 
electronic 
/ software 

6 yrs end of 
contract 

Landlord ID Staff Face to face, 
email, paper 

Anti-money 
laundering 
compliance 

Legal 
Obligation 

Internal staff 
only; authorities if 
required 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

Landlord Proof of 
Ownership 

Staff Face to face, 
email, paper 

Anti-money 
laundering 
compliance 

Legal 
Obligation 

Internal staff 
only; authorities if 
required; credit 
ref agency 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

Landlord 
References 

Staff Service 
Agreement / 
face to face / 
email / tel / 
credit check 
agency 

Anti-money 
laundering 
compliance 

Contractual 
Fulfilment 

Internal staff 
only; authorities if 
required 

Paper / 
electronic 
/ software 

6 yrs end of 
contract 

3. APPLICANTS 

Applicant Name Staff Face to face, 
email, tel, 3rd 
party portals 

Add to database Consent Staff, landlords Backup / 
cloud / 
software 

2 yrs 

   Contact 
applicant 

Consent Staff, landlords Backup / 
cloud / 
software 

2 yrs 

   Provide to 
landlord (incl. 
viewing booking 
confirmation) 

Consent / 
Legitimate 
Interest 

Staff, landlords Backup / 
cloud / 
software 

2 yrs 

   Post-viewing 
feedback to 
landlord 

Legitimate 
Interest 

Staff, landlords Backup / 
cloud / 
software 

2 yrs 

   Create a tenant 
record 

Contractual 
Fulfilment 

Staff, landlords Backup / 
cloud / 
software 

2 yrs 

   Create 
application 
process 

Contractual 
Fulfilment 

Staff, landlords Backup / 
cloud / 
software 

2 yrs 

   Create Tenancy 
Agreement 

Contractual 
Fulfilment 

Staff, landlords, 
ref agency 

Paper / 
electronic 
/ software 
/ credit 
ref 
agency 

6 yrs after 
tenancy 

   Carry out Right 
to Rent checks 

Legal 
Obligation 

Staff, landlords, 
ref agency 

Paper / 
electronic 
/ software 
/ credit 
ref 
agency 

6 yrs after 
tenancy 

   Renters' Rights 
Act 2025 
obligations (e.g. 
PRS 
Ombudsman, 
national landlord 
database) 

Legal 
Obligation 

PRS 
Ombudsman; 
national landlord 
database; 
relevant 
authorities 

Secure 
software / 
cloud 

6 yrs after 
tenancy 

Applicant Contact 
Info 

Staff Face to face, 
email, tel, 3rd 
party portals 

Add to database Consent Staff, landlords Backup / 
cloud / 
software 

2 yrs 
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A — Information 
Held 

B — 
Collected 

By 

C — How 
Collected D — Purpose E — Lawful 

Basis 
F — Shared 

With 
G — 

Storage 
H — 

Retention 

   Contact 
applicant 

Consent Staff, landlords Backup / 
cloud / 
software 

2 yrs 

   Discuss with 
landlord 

Consent Staff, landlords Backup / 
cloud / 
software 

2 yrs 

   Send marketing 
details 

Consent Staff, landlords Backup / 
cloud / 
software 

2 yrs 

   Create a tenant 
record 

Consent Staff, landlords Backup / 
cloud / 
software 

6 yrs after 
tenancy 

   Create 
application 
process 

Consent Staff, landlords Backup / 
cloud / 
software 

6 yrs after 
tenancy 

   Create Tenancy 
Agreement 

Contractual 
Fulfilment 

Staff, landlords Paper / 
electronic 
/ software 
/ backup / 
cloud 

6 yrs after 
tenancy 

   Carry out Right 
to Rent checks 

Legal 
Obligation 

Staff, landlords, 
ref agency 

Paper / 
electronic 
/ software 
/ backup / 
cloud 

6 yrs after 
tenancy 

   Referencing Contractual 
Fulfilment 

Staff, landlords, 
ref agency 

Paper / 
electronic 
/ software 
/ backup / 
cloud 

6 yrs after 
tenancy 

   Referees' 
privacy 

Contractual 
Fulfilment 

Staff, landlords, 
ref agency 

Paper / 
electronic 
/ software 
/ backup / 
cloud 

6 yrs after 
tenancy 

4. TENANTS 

Tenant Name Staff In office, 
phone, email, 
self-
registration, 
application 
form 

Use on contract Contractual 
Fulfilment 

Landlord, staff, 
local authority & 
utilities, 
contractors 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Add to software Contractual 
Fulfilment 

Staff, landlord Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Referencing Contractual 
Fulfilment 

Ref agency, 
employer, 
landlord 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Contact 
purposes 

Contractual 
Fulfilment 

Contractors, 
staff, landlord 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Use on 
prescribed 
information 

Legal 
Obligation 

Deposit scheme, 
landlord 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Offer extra 
services (e.g. 
insurance) 

Consent 3rd party 
companies 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Legal action if 
needed 

Legal Work Solicitor, court 
services, landlord 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Renters' Rights 
Act 2025 
obligations 

Legal 
Obligation 

PRS 
Ombudsman; 
national landlord 
database; 
relevant 
authorities 

Secure 
software / 
cloud 

6 yrs end of 
tenancy 

Tenant Contact 
Details 

Staff In office, 
phone, email, 
self-
registration, 

Use on contract Contractual 
Fulfilment 

Landlord, staff, 
local authority & 
utilities, 
contractors 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 
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A — Information 
Held 

B — 
Collected 

By 

C — How 
Collected D — Purpose E — Lawful 

Basis 
F — Shared 

With 
G — 

Storage 
H — 

Retention 

application 
form 

   Add to 
management 
software 

Contractual 
Fulfilment 

Staff, contractors, 
software provider 

Software 6 yrs end of 
tenancy 

   Referencing Contractual 
Fulfilment 

Staff, credit 
check co., 
employers, 
current landlord, 
referencing co. 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Property 
management 
contact 

Contractual 
Fulfilment 

Contractors, staff Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Use in 
prescribed 
information 

Legal 
Obligation 

Staff, deposit 
scheme, relevant 
person 

Paper / 
electronic 
/ software 
/ DPS 

6 yrs end of 
tenancy 

   Offer extra 
services 

Consent Staff, 3rd party Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Legal action / 
possession 
claim 

Legal Work Staff, landlord, 
solicitors, court 
services 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Notify utilities & 
council tax 

Contractual 
Fulfilment 

Council tax, utility 
companies, 
landlord 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

   Renters' Rights 
Act 2025 
obligations 

Legal 
Obligation 

PRS 
Ombudsman; 
relevant 
authorities 

Secure 
software / 
cloud 

6 yrs end of 
tenancy 

Tenant Employer 
Information 

Staff In office, 
phone, email, 
self-
registration, 
application 
form 

Referencing & 
assessment 

Contractual 
Fulfilment 

Staff, credit 
check co., 
landlord, 
referencing co. 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

Tenant's Current 
Landlord 
Information 

Staff In office, 
phone, email, 
self-
registration, 
application 
form 

Referencing & 
assessment 

Contractual 
Fulfilment 

Staff, credit 
check co., 
landlord, 
referencing co. 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

Tenant Next of 
Kin Details 

Staff In office, 
phone, email, 
self-
registration, 
application 
form 

Emergency 
contact / 
alternative 
correspondence 

Legitimate 
Interest 

Staff, public 
bodies 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

Tenant Bank 
Details 

Staff In office, 
phone, email, 
self-
registration, 
application 
form 

Setting up 
standing orders 

Contractual 
Fulfilment 

Staff, landlord Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

Tenant's Children 
Details 

Staff In office, 
phone, email, 
self-
registration, 
application 
form 

Identify 
permitted 
occupiers for 
tenancy 
agreement 

Contractual 
Fulfilment 

Staff, landlord Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

Credit Score 
Results & History 

Credit check 
co. / staff 

Email, online, 
hardcopy 

Assess 
suitability 

Contractual 
Fulfilment 

Staff, landlord, 
referencing co. 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

Other Returned 
References 

Credit check 
co. / staff 

Email, online, 
hardcopy 

Assess 
suitability 

Contractual 
Fulfilment 

Staff, landlord, 
referencing co. 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

Tenant Passport / 
ID Documents 

Staff Photocopy / 
scan / face to 
face 

Comply with 
Right to Rent 
checks 

Legal 
Obligation / 
Contractual 
Fulfilment 

Staff, landlord, 
Home Office 

Paper / 
electronic 
/ software 

6 yrs end of 
tenancy 

5. GUARANTORS 
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A — Information 
Held 

B — 
Collected 

By 

C — How 
Collected D — Purpose E — Lawful 

Basis 
F — Shared 

With 
G — 

Storage 
H — 

Retention 

Guarantor Name 
& Contact 
Information 

Staff In office, 
phone, email, 
self-
registration, 
tenant 
application 
form 

Use on contract 
& Deed of 
Guarantee 

Contractual 
Fulfilment 

Landlord, staff, 
tenants 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

   Add to property 
software 

Contractual 
Fulfilment 

Landlord, staff, 
tenants 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

   Contact the 
guarantor(s) 

Contractual 
Fulfilment 

Landlord, staff, 
tenants, local 
authority 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

   Referencing Contractual 
Fulfilment 

Landlord, staff, 
tenants 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

   Use on 
prescribed 
information 

Contractual 
Fulfilment 

Landlord, staff, 
tenants, DPS 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

   Legal action if 
needed 

Legal Work Landlord, staff, 
tenants, local 
authority, 
solicitors or debt 
recovery agent 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

   Chase rent 
arrears 

Contractual 
Fulfilment 

Landlord, staff, 
tenants, local 
authority, 
solicitors or debt 
recovery agent 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

   Offer extra 
services 

Consent Contractors, 
insurance, 3rd 
parties 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

   Provide details 
to contractor 

Contractual 
Fulfilment 

Staff, tenants, 
contractors 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

Guarantor Credit 
Score Results & 
History 

Credit check 
co. / staff 

Email or 
online, 
hardcopy 

Assess 
suitability 

Contractual 
Fulfilment 

Staff, landlord, 
referencing co. 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

Guarantor 
References 

Credit check 
co. / staff 

Email, online, 
hardcopy 

Assess 
suitability 

Contractual 
Fulfilment 

Staff, landlord, 
referencing co. 

Paper / 
electronic 
/ software 

6 yrs after 
tenant 
leaves 

6. PERMITTED OCCUPIERS 

Permitted 
Occupier Name 

Staff In office, 
phone, email, 
self-
registration, 
application 
form 

Add to database Contractual 
Fulfilment 

Landlord, staff, 
tenants 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 

   Use on Tenancy 
Agreement 

Contractual 
Fulfilment 

Landlord, staff, 
tenants 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 

Permitted 
Occupier ID 

Staff Email, face to 
face, paper 

Add to property 
file for 
compliance 

Contractual 
Fulfilment 

Landlord, staff, 
tenants 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 

7. POWER OF ATTORNEY 

POA Name, 
Address & 
Contact Info 

Staff Email, face to 
face, paper 

Add to database Contractual 
Fulfilment 

Landlord, staff, 
tenants 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 

POA Document Staff Email, face to 
face, paper 

Add to landlord 
property file 

Contractual 
Fulfilment 

Landlord, staff, 
tenants 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 

POA ID Staff Email, face to 
face, paper 

Verify identity on 
POA document 

Contractual 
Fulfilment 

Landlord, staff, 
tenants 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 

8. CONTRACTORS 

Contractor Name 
& Contact Details 

Staff Face to face, 
email, tel, 
contract 

Add to database Consent Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 
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A — Information 
Held 

B — 
Collected 

By 

C — How 
Collected D — Purpose E — Lawful 

Basis 
F — Shared 

With 
G — 

Storage 
H — 

Retention 

   Contact 
contractor 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 

   Send 
worksheets 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 

   Process 
payments 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 

   Create contract Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 

   Provide details 
to tenant 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 

   Provide details 
to landlord 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 

   Referencing Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 

Contractor 
Insurance Cover 

Staff Face to face, 
email, tel, 
contract 

Provide to 
landlord or 
tenant 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 

Contractor Safety 
Registration 

Staff Face to face, 
email, tel, 
application 
form 

Provide to 
landlord or 
tenant 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 

6 yrs after 
agreement 
concluded 

9. LEASEHOLDERS, SURVEYORS & SOLICITORS 

Leasehold Name 
& Contact Info 

Staff / 
Property 
Owner 

Face to face, 
email, tel, 
application 
form 

Add to database Consent Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Contact 
leaseholder 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Send 
worksheets 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Process 
payments 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Provide details 
to tenant 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Provide details 
to landlord / 
property owner 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Provide details 
to insurers 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Provide details 
to contractors 

Contractual 
Fulfilment 

Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

Solicitors Staff / 
Vendor / 
Purchasers 

Face to face, 
email, tel, 
application 
form 

Add to database Legal Work Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Contact 
solicitors 

Legal Work Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 
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A — Information 
Held 

B — 
Collected 

By 

C — How 
Collected D — Purpose E — Lawful 

Basis 
F — Shared 

With 
G — 

Storage 
H — 

Retention 

   Process 
payments 

Legal Work Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Provide details 
to vendors / 
purchasers 

Legal Work Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Provide details 
to landlord / 
property owner 

Legal Work Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Provide details 
to insurers 

Legal Work Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

   Provide details 
to contractors 

Legal Work Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

Surveyors Staff / 
Property 
Owner 

Face to face, 
email, tel 

Provide details 
to vendors / 
purchasers / 
tenants 

Consent Staff, landlords, 
tenants, 3rd party 

Paper / 
electronic 
/ software 
/ cloud 

6 yrs after 
agreement 
concluded 

10. EMPLOYEES & JOB APPLICANTS 

Job Applicant 
Name 

Management 
/ HR 

Email / paper 
CV 

CV retention Consent Management / 
HR 

Paper, 
electronic 

1 yr after 
application 

 Recruitment 
Agency 

Email / 
electronic 

Application 
process 

Consent Management / 
HR 

Paper, 
electronic 

1 yr after 
application 

Employee Name Management 
/ HR 

Face to face, 
email, tel, 
application 
form 

Add to contract Contractual 
Fulfilment 

Management / 
HR 

Paper, 
electronic 

6 yrs after 
employment 
ceases 

Employee Bank 
Details 

Management 
/ HR 

Face to face, 
email, tel, 
application 
form 

Make payments Contractual 
Fulfilment 

Management / 
HR 

Paper, 
electronic 

6 yrs after 
employment 
ceases 

Performance 
Records 

Management 
/ HR 

Face to face, 
email, tel 

Monitor 
progress 

Contractual 
Fulfilment 

Management / 
HR 

Paper, 
electronic 

6 yrs after 
employment 
ceases 

Employee Contact 
Info 

Management 
/ HR 

Face to face, 
email, tel, 
application 
form 

Contact 
employee 

Contractual 
Fulfilment 

Management / 
HR 

Paper, 
electronic 

6 yrs after 
employment 
ceases 

Employee Next of 
Kin 

Management 
/ HR 

Face to face, 
email, tel, 
application 
form 

Contact in event 
of emergency 

Legitimate 
Interest 

Management / 
HR 

Paper, 
electronic 

6 yrs after 
employment 
ceases 
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